Internet Safety Tips
Safety Tips For Parents 
Safety Tips For Adults
Other Areas Of Help
Protecting Your Child From Crimes Via The Internet
Parents
Despite all of the good, the Internet also holds some unique dangers for children by potentially exposing them to individuals that view children as sexual objects and who target them for sexual abuse.
Frequently Asked Questions
1.    What is the Internet?
A world-wide computer network comprised of thousands of other computer networks and millions of individual computers.
2.    How big is the Internet?
30-70 million computers world-wide and growing is only a guess.
3.    Who are the some of the largest service providers?
MCI, SPRINT, AGIS, UUNET, IBM, PSINET, DIGEX, ANS, and CERFNET
America On-Line (located in Dulles, VA) is the largest On-Line service with international internet access.
4.    What are some areas of concern where child pornography can be found on the Internet?
· Usenet Newsgroups
· Internet Relay Chat (IRC) chat rooms 

· World Wide Web (WWW) 

· File Transfer Protocol (FTP sites) 

5.    What is a preferential child molester?
One who is characterized by long term persistent patterns of behavior, prefer children as their sexual objects, have well developed techniques to obtain victims, and have sexual fantasies focusing on children.  They can be homosexual, heterosexual or bisexual.
They are highly likely to explore the Internet as a means to exploit children and seek potential victims.  In 1984 a study of several hundred convicted child molesters (all whose victims were under the age of  fourteen) indicated that they averaged 238 attempted acts of molestation, and 167 completed acts of molestation.   Because of this extent and frequency of their activity, preferential child molesters will be drawn to the Internet because of the availability of child pornography (the collection of which is a primary indicator and trait of preferential child molesters), and because these molesters seek access to the large numbers of children the Internet offers.    
6.    Who are these offenders?
These offenders come from all walks of life.  U.S. Customs Internet child pornography initiatives have netted offenders that span the spectrum of occupations, geography, and age groups, including:
· Teachers/Students
· College Professors
· Doctors/Nurses
· Coaches
· Scout Troop Leaders
· Clergy/Church Workers and Volunteers
· Computer Programmers
This list should make it apparent that many offenders follow an atypical pattern of employment that affords access to children.  They are not the stereotypical image of a raincoat clad pervert lurking in the park that most of us think of.  Most were found to be respected professionals with no official history or indication of sexual perversion.
There are several aspects attributed to the Internet that draws this wide variety of offenders in search of child pornography or looking for access to children:
· Anonymity - you may assume any identity you wish while on-line, and change it as often as you want.
· Access to children - a large percentage of children are gaining access to the Internet and the child predator no longer must lurk in the bushes near a park or school yard to have access to them.
· Pornography - the Internet allows for easy video conferencing and the transfer of entire videos (in real time) for immediate private viewing.
7.    What are some methods of access?
· May use computer-specific techniques to seduce children into sexual activity.
· May gradually begin sending children pornography to convince them that this type of sexual activity is normal.
· May attempt to obtain a child's phone number to talk sexually to the child. 

· May try to arrange a physical meeting with the child for molestation to occur. 

· May try to get the child to experiment sexually on themselves or others, while telling them what to do.
· May attempt to establish a long term on-line relationship with the child to gain their confidence.
8.    What are some ways they try to disguise themselves?
· May pose as another child. 
· May pose as someone of the opposite sex to engage conversations with children of their preferred gender. 
9.    What is child pornography?
Child pornography is a pictorial record of a sexual assault on a child.  Each time a pornographic computer graphic is traded or distributed over the Internet, that child is again victimized.  The collection and trading of child pornography is probably the most attractive aspect of the Internet to the preferential child molester.  These individuals collect child pornography for a variety of reasons, the most distressing of which is as a reminder of a past sexual encounter with a child.  In this vein, the molester will take pictures or video to memorialize the act.  These pictures have in many instances made their way to the Internet.
The molestation of children by individuals seeking to produce "first generation type" child porn material for the Internet is fact.  The demand for child pornographic material is certain to play a role in the molestation of children by individuals seeking to provide it.
Areas on The Internet Where Children Are At Risk
Internet Relay Chat (IRC or MIRC) are places on the Internet where people can go to communicate with people who have similar interests.  The IRC channels can be dedicated to any topic including the trading of child pornography or the recruitment of children into illicit sexual relationships.   Molesters can also approach children in legitimate kid areas, as an adult or pose as a child.  Molesters will trade the names of children that are vulnerable or available for molestation.  They can assume any screen name they want and change it at any time they want.
America On-Line Chat Rooms - hundreds of chat rooms, many dedicated to sexual discussion, some to child porn or molestation.   Molesters use similar approaches as with IRC above.  However, their on-line service provider assigns them a unique and traceable screen name 
America On-Line and other similar services - Molesters scan the membership directory while on-line looking for local children to approach.  Most services have the facility to send messages between members independent of being in a chat area.
E-mail - molesters may send pornographic material to children as e-mail attachments.
Usenet Newsgroups - are electronic bulletin boards to which anyone with an Internet Service Provider (ISP) and news access can post messages, with or without attachments (sometimes taking the form of pornographic images).  Anyone with an ISP can access the 20,000 - 30,000 separate discussion areas, many dedicated to sexual matters, with some dedicated to child pornography and pedophilia subjects.  Any message and/or attachment can then be downloaded with a great amount of ease and anonymity.  Significant amounts of child pornography transit these groups.
Internet Phone - Free long distance calling software that utilizes the Internet and the computers microphone and speakers similar to problems with chat rooms.
Video Conferencing Software is similar to chat rooms but with audio and video communications.  Used recently by molesters to broadcast the live molestation of a child to other molesters across the country via the Internet.
Protecting Children On-line
· Educate children about the dangers of on-line sex offenders as part of the child's introduction to the Internet.  Teach them what to do when approached and who to tell.
· Monitor on-line activity directly.
· Do not give your child the log-on password onto the Internet.
· Accept only e-mail from other educational sites.  Eliminate access to Usenet Newsgroups and chat room areas.
· Choose a commercial online service that offers parental control features.
· Blocking software is software that uses a "bad site" list. It blocks access to sites on the list. Some of the software companies allow you to customize the list, by adding or removing sites from that list. Other software companies try to keep the sites on their list secret, and don't permit parents to add or remove sites from the list.
· Blocked site lists need to be updated regularly. Some software companies allow you to download updated sites daily. Others may charge for updates after a certain period, and may update their lists less frequently.
· No matter how frequently they are updated, however, the number of web sites published each day far exceeds the ability of the software companies to review the sites, and categorize them for "bad site" lists.
· Out of approximately 3 million separate web sites in existence (each web site may contain 2 or more separate web pages and the number of separate files, pages and graphics online is estimated at 330 million), only a small fraction have been reviewed, in aggregate, by all child protection software companies. The gap widens daily, with the 160,000 new web sites registered each month. "Bad sites" will inevitably get through.
· Filtering software uses certain keywords. It blocks sites containing these keywords, alone or in context with other keywords. Software that uses standalone keywords may often filter out harmless sites, because of the inclusion of innocent words within those sites. "Butt" may be a pre-selected keyword, and software that doesn't filter in context, would block access to sites containing the word "button." "Sex" as a filtered term may result in the blocking of the latest website for "sextuplets," or "Sussex," England.
· The biggest problem with using keyword filtering is that innocent sites may be blocked. In addition, some website operators have learned to get around the filtering by misspelling the typical keywords.
· As with the "bad site" lists, the lists of keywords used by the filtering software should be customizable by the parent, and you should be able to see which terms are filtered.
· Some software permits parents to select which kind of sites it wants to filter...such as tobacco products, or sexual content. Selecting the category of content enables a certain list of keywords unique to that category of sites, such as cigarettes, tobacco, and words that graphically describe sexual activities or selected vulgarities. One parent might choose to filter drug-related sites, while another may not. It should be up to the parent, not the software manufacturer.
· Outgoing Filtering means that certain information that a child may try to share with others can't be shared. Information such as her name, address or telephone number can be programmed into the software, and every time she tries to send it to someone online, it merely shows up as "XXX." Even with kids who know and follow your rules, this is a terrific feature, since sometimes, even the best kids forget.
· Monitoring and tracking software allows parents to track where their children go online, how much time they spend online, how much time they spend on the computer (offline, such as playing games) and even allows parents to control what times of day their children can use the computer.
· Many parents who find filtering or blocking distasteful, especially with older children and teens, find monitoring to satisfy their safety concerns. They can know, for sure, whether their children are following their rules.
· This is particularly helpful when both parents are working outside of the home, or with working single-parents, who want to make sure their children aren't spending all of their time on the computer. They merely set a limit on the amount of time the child can use the computer and often "lock their children out" of the computer until they can get home from work.
· Not all of these products, however, let the child know they are tracking them. It is good that parents tell their children about the software. It fosters trust.
· Post online awareness posters near computer stations such as this....
Kids' Rules for Online Safety
· I will not give out personal information such as my address, telephone number, parents' work address/telephone number, or the name and location of my school without my parents' permission.
· I will tell my parents right away if I come across any information that makes me feel uncomfortable.
· I will never agree to get together with someone I "meet" online without first checking with my parents.   If my parents agree to the meeting, I will be sure that it is in a public place and bring my mother or father along. 
· I will never send a person my picture or anything else without first checking with my parents. 

· I will not respond to any messages that are mean or in any way make me feel uncomfortable.  It is not my fault if I get a message like that.  If I do I will tell my parents right away so that they can contact the online service. 

· I will talk with my parents so that we can set up rules for going online.  We will decide upon the time of day that I can be online, the length of time I can be on line, and appropriate areas for me to visit.  I will not access other areas or break these rules without their permission. 

Comparing the Products

Net Nanny is a password protected program.  This means that you can allow full access to certain users and protected access to other users within your family.   It allows you to list sites you want prohibited, key words you wish prohibited, and will also screen programs that are loaded onto your computer for such information.   It will check incoming e-mail against your key word list.  If an e-mail has that key word, it will not open.  Parents are allowed to customize its "bad site" list, by adding or removing sites. It doesn't filter words in context, but blocks outgoing information. It has free daily updates, a list of over 10,000 objectionable sites, and lists of "kid approved" sites.  It's better when used with direct ISP access, rather than online services.  Net Nanny also has two special features: it shuts down if a child seeks to access blocked sites to many times, and it prevents children from deleting files from your computer. It's easy to use and install.

Cyber Patrol is tough to install and setup, but has some wonderful features. You can have up to 9 different user settings, which allows you to use a different setting for each child. It doesn't filter keywords in context or track where your child has been, but it can control offline, as well as online, activities. CyberPatrol updates its lists daily, and comes with a one-year subscription of free updates. It has outgoing blocking. It's the best product to use with online services, such as AOL.

CYBER Sitter allows parents to customize their keyword and site lists. It doesn't warn a child when it blocks a site. It allow parents to monitor their child's online surfing by giving parents a tracking report and blocks outgoing information. It's also easy to setup and install. It has free daily updates, too.  SurfWatch is the only product that doesn't block outgoing information.  It's the easiest to install and setup, though. It also has a very large good and bad site list inventory. It can block access to chat rooms entirely, and allows parents to customize the site lists. It has free daily site updates.
Checks You Can Perform
Check your child's e-mails.  Look in their address book within the E-mail program and know who all of the addresses belong to.  Check all e-mail boxes; in, out, sent, and deleted.
Review your recycle file (all deleted items go there).
Review the document file.  This file shows some of the previous documents viewed (the name of the file only, not the file itself)  If it was a jpg. mpg, gif. or avi, it was an image file.
If you find that an MIRC has been entered, initiate the "logging" status so you can review who your child has been communicating with and about what.  This will create a status log that will show if your child has received image files.  It will also save the name of the channels that your child has entered (Childsexchat, girls&older men, 14yearoldsex, etc).
Do not rely on an MIRC icon to be present to alert you.   Look for it within Windows Explorer.
Check your child's diskettes.  They may not be games.
Review your "history" file to see where your child has been.
Conduct a "find" function on your computer to ascertain if there are certain hidden files within the system (such as a jpg. image file).
Look for visits to Hotmail, Juno, Rocket mail, or Excite mail which are free, anonymous  E-mail sites that molesters encourage children to use to keep their parents from knowing about their conversations.
Other Areas Of Help
U.S. Customs Service
Federal Bureau of Investigations
The National Center for Missing & Exploited Children
If  you Suspect Abuse
Information to record and report
· Time, date, and type of incident.
· E-mail address, Internet address, or AOL screen name of suspect.
· Area of Internet or Online service where material or suspect was located.
· Download any images or messages and save them.  Then immediately contact your local law enforcement agency to report it.  
Safety Tips to Protect Adults On-line
You may use your credit card on line, just make sure you follow some simple rules.
· Only shop online with companies you know.  If you do not know a company, ask for a print catalog before you decide to order electronically.
· Make sure that you are dealing with a legitimate site. Many sites pretend that they are more famous sites, and gather the credit card information, before closing it down.  Go to a site from a major search engine.   If you are looking for a particular site, and the name involves more than one word, put the full name in quotes before you execute the search. This will cut down on unrelated results.
· Only shop online at a secure site. If you use Netscape, make sure the key on the lower left-hand corner is not broken. Make sure the site tells you it's secure.  Some sites, like AOL's approved vendors, are guaranteed by AOL.  They will refund any money lost in a transaction made with any of their approved vendors.
· Use a secure browser that will encrypt or scramble purchase information.  If you do not have encryption software, consider calling the company's toll free number, faxing your order, or paying with a check.  There is also software that can be downloaded from the Internet, for free.
· Anyone can be anything they want online.  You can post any photo you want, and put anything in a profile.  Don't believe anything you read or anything that anyone tells you online. 
· Never give out your Internet password.   Change it often and be creative.
· No e-mail is private unless it's encrypted.   You should never put anything on an e-mail that you wouldn't put on a postcard.  It is illegal for someone to intercept your e-mail during transmission, but it may be misdirected or misaddressed. 
· Cyber-Stalking usually occurs with women, who are stalked by men, or children who are stalked by adult predators. Typically, the Cyber-Stalking victim is new online, and inexperienced with the rules of netiquette.
· The stalker feels empowered by the perceived anonymity online. They feel they can hide behind their monitor.   Some may take it a step further and begin stalking you offline
